%{0 ComponentSpace

ComponentSpace
SAML for ASP.NET Core
Okta

Integration Guide

Copyright © ComponentSpace Pty Ltd 2017-2024. All rights reserved.
www.componentspace.com



ComponentSpace SAML for ASP.NET Core Okta Integration Guide

Contents

TaL o geTo U Te3 o o PP PPPPTRPR 1
Adding @ SAML APPLICATION c..iuii et e e et et eaeeesen e e s e e e eaeaneaneaneaneanaanns 1
Service Provider CONfiISUIAtION .......iiiuuiiiiiiiiiiiiie ettt et e s et s e rene s een s ereneeenes 8
SP-INTTAEA SSO ...ttt et e it e et s et e et et et s et e een s ennaeeen 11
[AP-INITIATEA SSO ...ttt e e e ettt s e e tenae s e e renne s eeeena s eerenaans 13
SAMUL LOBOUL .. ttitiiiieiie ettt e te ettt eaeee st sanetuaeuaassassassessanstnstnssnssnssnssensessensenrenernnes 14
TroUBLESNOOTING ..cen ittt e e e e 14



ComponentSpace SAML for ASP.NET Core Okta Integration Guide

Introduction
This document describes integration with Okta as the identity provider.

For information on configuring Okta for SAML SSO, refer to the following article.

https://help.okta.com/en/prod/Content/Topics/Apps/Apps_App_Integration_Wizard_SAML.ht
m

Note that the developer edition of Okta was used for demonstration purposes.

Adding a SAML Application

Login to Okta as an administrator.

Switch from the Developer Console to the Admin Console by selecting the Developer Console >
Classic Ul link in the top left corner.

¢y Dashboard -

Total Usars Authenticatione

2 13 0

System Log

Select Applications from the menu bar.


https://help.okta.com/en/prod/Content/Topics/Apps/Apps_App_Integration_Wizard_SAML.htm
https://help.okta.com/en/prod/Content/Topics/Apps/Apps_App_Integration_Wizard_SAML.htm

ComponentSpace SAML for ASP.NET Core Okta Integration Guide

O Lpreehmerbititn & I

okta

Detercand ~

Dastrasant

Taiks

Netttzatioss

Gatting Starset
Dhrectory [
Apwbeationm v
Becunty v
WarkSow -
Reparts ~
Rettrgs v

- T & ssmpmnemoece edrenattgreviee o sdeee et

Q sewmn

35T Appe

Updtatad at 1 Mar. Otc3h

Tasks

Trpe Hams Dewcryrtos

Status

Orln srvion

® Operwmarad

M domw! No new taeks

Org changes Vew s

Noorg changes o jaxt 7 days

Securlty Monitoring

20%

Vi Heasrrimgra

- 0 =
* 9o acpa»®:

® BB SOPOTDCO (e
Corpaseccsjace

Agwtts
N agentz addes

Enutbe TIVaRtWETY 10 irearage 3492 from the Ot cantames
ok b iowntty andd bloch ek astivity

(o T G TG OTXN TO P0ONT WVPOOEIADN0 RETINTY Dy

atbrg Sumss cut Act ety Pagartrg

Click the Add Application button.

[ S ST LR I 2

okta

Daatercard v
Cyvectory v
Agobeabiom -
A eip1om
o4 fervicn
Secunty -
Work®ow ~.
Raparts ~
Settings -

.- T & ssrmpmnemece edrenattgrmiecom steen S sess

Q sewen

= Applications

You have 10 apps remaining

Upgrinte Lo s wvare Duas 30 agen.

Upgrade t & jed 3ian 15 Create resre S35 Mg Qe (00rs MSetiry sctive seers

. Ads Apphcatrn 5 Acaign Uhars 2 Ap Mare *

STATUS

AMITIVE 0

Tk Casttoay

=

INACTIVE 1 () ST -

- 0 =
* 9o acpa»®:

-

® DI TR0 e
CoerpaseccSiace

® wu

Click the Create New App button.
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Specify the assertion consumer service URL as the single sign-on URL.
For example:

https://localhost:44360/SAML/AssertionConsumerService

The same URL should be used for the recipient URL and destination URL.
Specify the service provider name as the audience URI.
For example:

https://ExampleServiceProvider

Relay state is not required.
The name ID format is unspecified.
The Okta username is used.

Attribute and group attribute names are not required.



https://localhost:44360/SAML/AssertionConsumerService
https://exampleserviceprovider/
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Click the Show Advanced Settings link.
Enable single logout.

Specify the single logout URL.

For example:

https://localhost:44360/SAML/SingleLogoutService

Specify the SP issuer. This is the name of the service provider.
For example:

https://ExampleServiceProvider

Upload the service provider certificate.
For example:

Sp.cer



https://localhost:44360/SAML/SingleLogoutService
https://exampleserviceprovider/
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Click the Next button, indicate this is an internal app, and click the Finish button.
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View the setup instructions or download the identity provider metadata. This information will be

required when configuring the service provider.
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Select the Assignments link.

O Lpreehmerbiritn & L

. T & ssrmpnemiuce edren attgrwive com st My corpmeeTime s maTpemess rprmnrder | Vs Osayterat Sof e e Hed
okta Qe
Destercard v * flace m Apzhcarens
. .
Chreconry v @ ExampleServiceProvider
Apobcation -~ Aztiew * * | UYwalags Mortle irisans
Ao
Garmra) Sgn On Matabe ngert Azaigrarents
o4 fervicn
- . g = =g
Warktow - Finen F— Troe
Noxre
Raparts -
Grouzs
Sttings -
Ny sy fouand
Ohta, e iy Vershay SO71099 Statin

ghn  Desetionnd OMis PLgs

- 0 =
* oo cD @O

® BB PR L (e
CompaseecS e
SELF SEPWICE

i head 1 eouive el
werwun fic 2oy raraged appe
(afure K can sae Mo
WArREe for this e

s 1 s 0t a e SetDogy

Feqeests Misssar

e




ComponentSpace SAML for ASP.NET Core Okta Integration Guide

Assign users or groups to the application. Only users directly assigned or assigned through

group membership may SSO to the application.
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The application is now configured in Okta for SAML SSO.

Service Provider Configuration
The service provider must be configured with Okta as a partner identity provider.

The Okta SAML configuration is available using the Sign On link for the application.
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There are two options for setting up the partner identity provider configuration in the example
service provider’s SAML configuration.

The first option is to download Okta’s SAML metadata and import this into the example service
provider’s SAML configuration. Please refer to the SAML Metadata Guide for more information.

The second option is to manually add a partner identity provider configuration using the
information provided by Okta.

The identity provider single sign-on and single logout URLs are self-explanatory. The identity
provider issuer corresponds to the partner identity provider name. The X.509 certificate is the
partner certificate.
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How to Configure SAML 2.0 for ExampleServiceProvider Application

ot The following is needed to configure ExampleServiceProvider

The following partner identity provider configuration is included in the example service
provider’s SAML configuration.

"Name": "http://www.okta.com/exky5euw54Xm4gyj30h7",

"Description": "Okta",

"SignAuthnRequest": true,

"SignLogoutRequest": true,

"SignLogoutResponse": true,

"SingleSignOnServiceUrl":
"https://componentspace.oktapreview.com/app/componentspace_exampleserviceprovider
_1/exky5euw54Xm4gyj30h7/sso/saml",

"SingleLogoutServiceUrl":
"https://componentspace.oktapreview.com/app/componentspace_exampleserviceprovider
_1/exky5euw54Xm4gyj30h7/slo/saml”,

"PartnerCertificates": [

{
"FileName": "certificates/okta.cer"
}

]

}

Ensure the PartherName specifies the correct partner identity provider.

"PartnerName": "http://www.okta.com/exky5euw54Xm4gyj30h7"

10
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SP-Initiated SSO

Browse to the example service provider and click the button to SSO to the identity provider.
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Example Service Prowder

This examiple demarstrates using the Componen ['y,. SAML 2 0 library ernabile SAML sirgie SOE-on 85 the service

prezce

S50 to the identity Provider

Login to Okta.
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The user is automatically logged in at the service provider.
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Example Service Provider

This example demonmstrates using the ComponentSpace SAML «2.0 library to enable SAML single 9g0-0n a5 the service
Proeches

waw. componentspace com
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|dP-Initiated SSO

Login to Okta.

Click the ExampleServiceProvider button.
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The user is automatically logged in at the service provider.
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SAML Logout
Okta supports SP-initiated SAML logout only.

If logged into a service provider and the user logs out from Okta, no SAML logout request is sent

to the service provider.

Troubleshooting
Most issues result from configuration mismatches. Ensure that the Okta configuration and the
service provider configuration are consistent with each other.

The Okta system log may contain additional information.

14
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